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ABSTRACT

Synthetic data generation (SDG) is the process of generating a new
synthetic dataset based on the statistical properties of a confidential
existing dataset. Differential privacy is the property of a SDG mech-
anism that establishes how protected individuals whose sensitive
data is part of the confidential dataset are, when sharing such data.
To ensure a SDG is differentially private, noise is injected into the
statistics learned from the dataset. Depending on the amount of
noise injected, we witness a trade-off between privacy and utility.
Privacy is then measured via a set of privacy metrics that usually
establish a lower bound on a few aspects of the privacy-utility trade-
off. Therefore, it is not possible to assess privacy based only on one
metric. To close this gap, we demonstrate PrivEval, a tool to assist
users in evaluating the privacy properties of a synthetic dataset.
PrivEval implements several privacy metrics and validates them on
both a single user and the overall dataset. Besides, PrivEval checks
assumptions behind each metric. Hence, PrivEval is a first step to
bridge the gap between privacy experts and the general public to
make privacy estimation more transparent.
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1 INTRODUCTION

Differential Privacy (DP) [3] has emerged as a gold standard for
protecting the privacy of individuals that contribute their data to
research and data collections. Among the various applications of
DP, privacy-preserving (PP) Synthetic Data Generation (SDG) has
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recently gained attention as a way to share data without revealing
users’ sensitive information [13, 15, 20, 21, 24, 26]. A PP-SDG mech-
anism generates synthetic datasets from confidential ones based on
dataset statistics and noise perturbations. Hence, the process offers
privacy guarantees allowing for data sharing and analysis without
privacy concerns. This, for example, is crucial in the medical field,
where secondary usage of data for research is essential, but has to
adhere to strict legal and ethical frameworks given the sensitive
nature of the data.

Despite the availability of PP-SGD methods, it is still an open
problem to assess the privacy risks that one may incur in, should
they release a synthetic dataset generated with this process. At its
core, DP has a tuning parameter ¢ that controls the privacy-utility
tradeof: the lower the ¢ value, the more noise is injected lowering
the utility of the dataset but increasing its privacy guarantees. Still,
¢ is a number that can hardly be translated to a practical notion
of privacy risk that one may relate to, especially to non-experts
in statistics or computer science. Moreover, the same value of ¢
may lead to different privacy and utility values depending on the
dataset, the underlying PP-SDG algorithm, and the downstream
tasks, making it difficult to properly tune this parameter [8, 11].

Previous systems have demonstrated limited privacy risk as-
sessment [6, 7, 12]. They focus on utility and efficiency, rely on
user-defined privacy parameterisation, or focus on PP-SDG evalua-
tion without assessing the actual privacy risk. These gaps underline
the necessity for novel tools to study privacy risk in PP-SDG.

To understand the impact of ¢ in a given PP-SDG instance, re-
searchers and practitioners proposed various privacy metrics to
quantify the empirical privacy risk associated with the generated
dataset [2, 5, 18, 22, 23]. However, these privacy metrics’ nature
is probabilistic as they estimate the risk of how much a specific
kind of attack can learn about an individual. Moreover, each metric
takes specific assumptions on the confidential dataset structure
and the information available to the adversary. Therefore, it is not
possible to use a single privacy metric as a definition of the over-
all privacy risk associated with sharing a given synthetic dataset.
Still, evaluating the privacy guarantees of a given dataset requires
in-depth knowledge of the metrics and their assumptions. This con-
stitutes a non-trivial issue for non-experts, such as medical doctors
or lawyers, who also need to assess the privacy properties of a
synthetic dataset.


https://doi.org/10.14778/3750601.3750649
https://github.com/hereditary-eu/PrivEval
https://creativecommons.org/licenses/by-nc-nd/4.0/
mailto:info@vldb.org
https://doi.org/10.14778/3750601.3750649

To assist with the assessment of the privacy guarantees of a
given dataset, we introduce PrivEval, a novel tool for the semi-
automatic assessment of the privacy guarantees of a given synthetic
dataset. Using PrivEval, the user is able to explore the result of the
application of different metrics and their applicability to the given
use-case. Further, it is possible to simulate a given individual and
also evaluate how their specific confidential data is being taken into
account by the metrics. During the demonstration of PrivEval, users
compare a confidential dataset in which their data is present to the
synthetic dataset generated based on it. For each privacy metric
the tool will present both their applicability to the data, based on
automatic checks for the set of assumptions required by the metric,
and then the implications of the results proposed by each metric.
Therefore, PrivEval is a first step in making privacy metrics more
accessible to the general public.

2 PRIVACY-PRESERVING SYNTHETIC DATA
GENERATION

PrivEval is based on two core concepts: differential privacy and
privacy-preserving synthetic data generation .

Let A={aj, az,...,am} be a set of attributes in a dataset, and let
D be the set of all datasets. Differential privacy is a property that
ensures a randomised algorithm (mechanism) applied to two similar
datasets in O will produce outcomes that are also similar.

Definition 2.1 (e-Differential Privacy ((¢, §)-DP) [3]). A randomised
mechanism M is (¢ §)-DP if for all SCrange(M), and any pair
of datasets D,D’ € 9P that differ in one record, it holds that
Pr(M(D) € S) < e Pr(M(D’) € S) + 6. Further, when § = 0,
M is e-DP.

The parameter ¢ is called privacy budget and controls the trade-
off between privacy and utility, while ¢ is the probability that DP
does not hold. From definition 2.1, it follows that when ¢ decreases,
the distributions should get closer, i.e. the privacy is stronger. The
parameter § should be a small number to reduce privacy risk.

In practice, DP mechanisms inject noise to obfuscate the im-
pact that a record can have on the result. For example, the Laplace
and Gaussian mechanisms are DP mechanisms where noise is sam-
pled from Laplace and Gaussian distributions, respectively [3]. The
former is e-DP, while the latter is (¢, §)-DP.

Hence, a SDG mechanism is a randomised algorithm that trans-
forms an input dataset YeD (the confidential dataset) into an output
dataset ZeD (the synthetic dataset). A PP-SDG mechanism is a
mechanism that leverages differential privacy.

Definition 2.2 (Privacy-preserving synthetic data generation). A
PP-SDG mechanism is an (g, §)-DP mechanism M : DXx0—D,
where © is the parameter space of the mechanism and M maps a
dataset Y with attributes A to a corresponding synthetic version Z.

There are many PP-SDG mechanisms [10] that can be roughly
categorised as methods based on probabilistic graphical models
and methods based on neural networks. In this article, we use a
representative of the first category, PrivBayes [26], but our system
can be easily adapted to include any other method. PrivBayes [26]
is an e-DP PP-SDG mechanism that synthesises data by a three-step
process: (1) it samples a Bayesian Network 8 from a probability
distribution using the Exponential mechanism [3] on a scoring of

possible attribute-parent pairs maximising the mutual information
between attribute-parent pairs in a privacy-preserving approach,
(2) it poses Laplacian noise on the conditional distributions of the
sampled network, and (3) it generates synthetic records by sampling
from the network. Given the stochastic nature of the process and
given a synthetic dataset, the question is how much a given gener-
ated dataset is effectively preserving the privacy of the individuals
whose data was present in the confidential dataset.

3 PRIVACY METRICS

PrivEval allows analysing the result of 17 privacy metrics [19], so
to help users assess whether they are in a position to share such a
dataset. While the ¢ parameter controls the trade-off between pri-
vacy and utility, it is not directly evaluating the privacy guarantees
of the generated dataset in a way that is easily interpretable and
relatable. Researchers and practitioners have therefore introduced
utility and privacy metrics. Utility metrics measure to what extent
a synthetic dataset can replace the confidential dataset in analytics
and learning tasks. Typical utility metrics measure the similarity
between the datasets’ distributions (e.g. KL-divergence) or perfor-
mance in downstream tasks (e.g. AUC-ROC in predictions) [10].

Conversely, privacy metrics quantify the privacy risk associated
with a synthetic dataset, i.e. how likely confidential information
present in the confidential dataset can be leaked when the synthetic
dataset is shared. Privacy metrics often consider an opaque-box
model [18], as they assume that an adversary has access to the
synthetic data but not to the PP-SDG mechanism that generated it.
The adversary may also have background (or prior) knowledge on
part of the confidential dataset, modelling the fact that an adversary
may know part of the confidential data. For example, in a medical
scenario, an attacker may aim to discover the medical condition of
their neighbour, knowing their age, gender, and height.

Definition 3.1 (Privacy Metric). A privacy metric p quantifies the
risk of privacy associated with a synthetic dataset, such that p :
DXDXD— [0, 1], where p maps a confidential dataset, a synthetic
dataset, and the auxiliary information to a score in the range [0, 1],
where 0 indicates complete privacy and 1 indicates no privacy.

Intuitively, privacy metrics aim to quantify how much informa-
tion an adversary can gain if they know part of the confidential
dataset and they get access to the synthetic dataset. Technically,
privacy metrics vary based on the privacy attack they target, i.e. the
confidential information that the adversary wants to infer, the ad-
versary’s background knowledge and the approach to quantify the
metric. Privacy metrics are usually categorised into reconstruction
attacks, tracing attacks, and re-identification attacks [4, 16].

In a reconstruction attack the goal is to reconstruct Y from the
information obtained from Z, optionally knowing part of Y (for
example, part of the records of a group of individuals). Examples
of privacy metrics addressing the reconstruction risk are Attribute
Inference Risk [2] and ZeroCAP [14].

In a tracing attack (also known as Membership Inference Attack),
the goal is to determine whether an individual y* is part of the con-
fidential dataset Y that led to the synthetic dataset Z., i.e. whether
y*€Y. The usual assumption on background knowledge is that the
attacker knows the record y*. Privacy metric examples used in
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Figure 1: General structure of PrivEval.

this case are Hidden Rate [5] and Nearest Neighbour Adversarial
Accuracy [9].

In a re-identification attack, the adversary aims to discover which
records of the confidential dataset led to the generation of a syn-
thetic record. The usual background knowledge consists in part of
the confidential dataset. Privacy metrics associated with this attack
include Authenticity [1] and Distance to Closest Record [5].!

4 PRIVEVAL

PrivEval is an interactive tool to support data curators in evaluating
and exploring privacy metrics. PrivEval is agnostic to the SDG
mechanism, as it receives as input a confidential dataset and a
synthetic datasets. Currently, PrivEval supports datasets in the CSV
format, as nowadays there are many tools that allow exporting data
in this format. PrivEval has three main steps, shown in Figure 1.
Generate dataset statistics. As the first step, PrivEval computes
statistics and visualisations of the input datasets, to support the
user in understanding the dataset content. In the case of categorical
attributes, PrivEval computes the distinct attribute values and the
mode. For numerical attributes, PrivEval computes the mean, stan-
dard deviation, minimum and maximum values, and the quartile
values. It also visualises the records of the two datasets in a plot by
applying t-distributed stochastic neighbor embedding (t-SNE).
Estimate privacy of the synthetic dataset. Next, PrivEval com-
putes the privacy metrics, which the user can inspect to assess the
overall synthetic dataset privacy. Since privacy metrics also assume
information about the background knowledge of the adversary,
the user must provide the attribute name that is deemed sensitive.
Further, PrivEval introduces the notion of shareability, i.e. an assess-
ment based on the outcome of a privacy metric on the possibility to
share a synthetic dataset. We assign to shareability three values: (1)
shareable, (2) conflicts, and (3) unshareable. Conflict is introduced
when the result of the privacy metric value is considered inconclu-
sive, requiring the data curator to further investigate the privacy
risk associated with specific records. For each metric, we defined
rules to determine which shareability value should be assigned.
To support the user in navigating the privacy metrics, PrivEval
also provides explanations about them and their implications. PrivE-
val provides an intuitive explanation of how the metrics estimate

!The full list of privacy metrics and a description of these are present in the repository
and in the technical report associated to this article [19].

privacy, including illustrations of such computation using examples
from the dataset, along with technical details for expert users.
Determine metric applicability. PrivEval determines which pri-
vacy metrics are applicable by using the statistics of the input
datasets and information about the metric computation. Applicabil-
ity indicates whether a metric estimates the risk as intended, and
whether the metric estimation process is distorted by the charac-
teristics of the datasets. Examples of applicability criteria are to
check whether a metric is compatible with continuous attributes,
or whether a metric can handle a high number of attributes.

Furthermore, PrivEval checks whether there are records of the
confidential dataset that can be easily singled out using the syn-
thetic dataset. To determine this, PrivEval finds the three nearest
neighbors in the synthetic dataset for each record in the confidential
dataset, then it compares the distances of these neighbors and iden-
tifies those neighbors that can be deemed problematic as they may
reveal the existence in the confidential dataset of a given record.

These methods for determining how the assumptions of a metric
influence the applicability, allow for categorisation of the applica-
bility into three categories: No assumption is compromised, Potential
insufficient measurement of risk and Unreliable privacy estimation.
When investigating a single metric, the user can also gather insight
into why the metric falls into the specific category as well as how
to proceed in order to improve the privacy estimation.

5 DEMONSTRATION

To demonstrate PrivEval, we created a web application where the
attendee pretends to provide data for a study. At the same time, one
of the authors acts as the data curator, and during the demo, they
will guide the attendees through two questions: (i) what are the
privacy risks for the attendee, if they join the study? And (ii) how
confident should the data curator be from a privacy perspective, if
the synthetic data is released? PrivEval helps novice users to get
an overall understanding of these topics, while experts will inspect
and compare different privacy metrics and their applicability.

Setup details. We implemented the demo with the Python frame-
work Streamlit. In order to keep the demonstration scenario com-
pletely safe, we created a confidential dataset with nine attributes
and 1500 records. It contains some common user data including
First and LastName, Nationality, and Height, as well as some
more “sensitive” data, like Favorite Icecream, Times Been To Italy,



Like Liquorice, First Time In London, and Steps Per Day. For this
dataset, we use PrivBayes as the PP-SDG mechanism to generate
multiple synthetic datasets with ¢ values from 0.02 to 5.

Overall, PrivEval can manage any pair of tabular confidential
and synthetic datasets, and we showcase that using synthetic data
generated by the SDG TabSyn [25] and the PP-SDG PrivBayes with
different values of ¢ on the publicly available Shoppers dataset [17].
Demonstration scenario. At the beginning of the demonstration,
we ask the user some (harmless) information and assign them a
record in the confidential dataset that closely matches their an-
swer. From that point, this data will be considered the confidential
information of the attendee that should be protected.

The next step is the application of the PP-SDG mechanism. PrivE-
val analyses the corresponding synthetic dataset (see Section 4)
and shows the corresponding summary statistics. PrivEval allows
comparing the statistics of the synthetic datasets generated with
different values of ¢.

In the third and central step, PrivEval allows one to investigate
the result of different privacy metrics from two different perspec-
tives. Firstly, it allows us to estimate the risks for the attendee. In
practice, different metric computations offer insights on how easy
it is for an attacker to establish the attendee’s contribution and the
value of sensitive attributes. For example, if a user profile corre-
sponds to an outlier, the metrics for the given user will suggest that
it is easy to establish the membership in the confidential dataset,
even though for all other users this risk does not materialise. Sec-
ondly, PrivEval allows one to establish the risks for the data curator,
that is, how the metric estimates the overall privacy for all records
in the dataset.

To help in this task, for each metric, PrivEval shows a description
of the metric, the values for the attendee’s record and for the whole
dataset, along with the shareability assessments. The description
changes based on the privacy metric value, the given user record,
and the characteristics of the dataset.

5.1 Advantages

To our knowledge, PrivEval is the first tool to illustrate the impact
of differential privacy in PP-SDG and assess the effectiveness of
various privacy metrics in this context. By computing 17 privacy
metrics at both the dataset and record levels, it provides insights into
the shareability of synthetic datasets. PrivEval also offers insights
into the underlying assumptions behind the metrics and informs
about the dataset’s correspondence with these. In the future, we
aim to develop PrivEval into a fully automated reporting tool for
data curators to support open science, tailoring it for specific users,
e.g. medical doctors or law scholars.
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